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 IT Systems Policy 

 

 

 

Statement of Purpose 

The use of Homemaker Southwest automation systems, including computers, fax machines, 

and all forms of Internet access, is for Homemaker Southwest business and for authorized 

purposes only. Brief and occasional personal use of the electronic mail system or the Internet 

is acceptable if it is not excessive or inappropriate, occurs during personal time (lunch or 

other breaks), and does not result in expense to Homemaker. 

 

Use is defined as "excessive" if it interferes with normal job functions, responsiveness, or the 

ability to perform daily job activities. Electronic communication should not be used to solicit 

or sell products or services that are unrelated to Homemaker’s business; distract, intimidate, 

or harass coworkers or third parties; or disrupt the workplace. 

  

There are no exceptions to this policy. This policy applies to all staff, including agency, 

casual and contract workers and for the use of, PCs, laptops tablets, netbooks, Smartphones 

and Blackberrys etc. 

 

Violation of this policy could render staff and volunteers liable to disciplinary action, up to and 

including dismissal 

General Responsibilities 

You are provided with access to IT systems and facilities to do your work. All systems and 

equipment, including computer software, hardware and printers, email and Internet access, 

are to be used primarily for business purposes. 

 

Homemaker permits occasional limited personal use of its systems and equipment provided 

this does not: 

• interfere with your or anyone else's job performance 

• have an impact on the computer or network performance 

• violate any policy, procedures, guidelines or standards 

• constitute work of a commercial nature 

 

Examples of inappropriate activity include but are not limited to: 

• Sending chain letters or participating in any way in the creation or transmission of 

unsolicited commercial e-mail ("spam") that is unrelated to legitimate Homemaker 

Southwest purposes 

• Misrepresenting oneself or Homemaker 

• Engaging in unlawful or malicious activities 

• Using abusive, profane, threatening, racist, sexist, or otherwise objectionable language 

in either public or private messages 

• Sending, receiving, accessing or storing pornographic materials 

• Becoming involved in partisan politics 

• Failing to log off any secure, controlled-access computer or other form of electronic 

data system to which you are assigned, if you leave such computer or system 

unattended 

• Sending any information of a defamatory nature, or which contravenes the Data 

Protection Act 1998 
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Using Homemaker’s automation systems to access, create, view, transmit, or receive racist, 

sexist, threatening, or otherwise objectionable or illegal material is strictly prohibited. 

"Material" is defined as any visual, textual, or auditory entity. Homemaker Southwest will 

comply with reasonable requests from law enforcement and regulatory agencies for logs, 

diaries, archives, or files on individual Internet activities, e-mail use, and/or computer use. 

  

Ownership and Access of Electronic Mail, Internet Access, and Computer Files 

Homemaker Southwest owns the rights to all data and files in any computer, network, or 

other information system provided.  Homemaker also reserves the right to monitor electronic 

mail messages (including personal/private/instant messaging systems) and their content, as 

well as any and all use of the Internet, computer files and computer equipment.  

 

Homemaker has the right to inspect any and all files stored in any area of the network or on 

individual computers or storage media in order to assure compliance with this policy and 

legislation. No employee may access another employee's computer, computer files, or 

electronic mail messages without prior authorization from either the employee or a member 

of the management team. 

 

Passwords are the main barrier against unauthorised use of the Homemaker systems; and 

therefore must not be shared with others. Passwords should not be connected with obvious 

personal information. Any staff member who believes their password has become known 

should immediately seek guidance from a line manager. 

 

Homemaker respects all computer software copyrights and licence terms and conditions. 

Unlicensed software must not be used in any circumstances. 

 

The following rules apply to all computers, including laptops and PDAs: 

• You must not try to download software from the Internet without permission from your 

line manager. 

• Software must only be installed by approved personnel. Do not try to install software 

yourself. 

• The disposal of software licensed to Homemaker must only be carried out by approved 

personnel. Do not delete software yourself. 

 

This guidance also applies to shareware, freeware and public domain software. Free or 

evaluation software must not be downloaded on Homemaker systems, without guidance from 

approved personnel. Unauthorised copying of licensed software is illegal.  

 

Homemaker reserves the right to electronically audit all computers and their content.  

 

Confidentiality of Electronic Mail 

 As noted above, electronic mail is subject at all times to monitoring, and the release of 

specific information is subject to applicable legislation and Homemaker rules, policies, and 

procedures on confidentiality. Existing rules, policies, and procedures governing the sharing 

of confidential information also apply to the sharing of information via commercial software. 

Since there is the possibility that any message could be shared with or without your 

permission or knowledge, the best rule to follow in the use of electronic mail for non-work-

related information is to decide if you would be happy to post the information on an office 

bulletin board with your signature.  If not, then the content is probably inappropriate. 

  

All electronic mail communicating with customers, suppliers and other third parties can be 

used as evidence in civil and criminal proceedings and can also be used as evidence that you 

intended to enter into a contract with a third party.  Be careful not to use loose language. 

Where the e-mail is a business letter or notice then you must ensure that you include details 

of the appropriate registered office.  
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It is a violation of this policy for any employee, including system administrators and 

supervisors, to access electronic mail and computer systems files to satisfy curiosity about 

the affairs of others.  

  

Electronic Mail Tampering 

Electronic mail messages received should not be altered without the sender's permission; nor 

should electronic mail be altered and forwarded to another user and/or unauthorized 

attachments be placed on another's electronic mail message. 

  

Internet Browser(s) 

Employees are individually liable for any and all damages incurred as a result of violating this 

policy, or any copyright, and licensing agreements. 

  

Ownership and location of Computers 

The rules regarding Computer use, Email and Internet access relate to all computers that are 

the property of Homemaker, whether being used in an office environment, in an outreach 

location (including clients’ homes), or at individual staff member’s homes.  

All staff and volunteers must take reasonable care to protect all IT equipment and prevent it 

being damaged, lost or stolen. 

 

Virus protection 

Homemaker provides a range of technologies and tools to limit the impact of malware at a 

desktop level including anti-virus applications, anti spam software and updates as well as 

advice and guidance. 

 

Employees are not permitted to disable or attempt to disable or otherwise circumvent these 

measures. Any suspected virus activity must be immediately reported to your line manager. 

 

Employees must not: 

• remove or disable virus checking software 

• attempt to remove or neutralise a virus 

• Forward suspect emails or attachments. 

 

Suspect emails should be deleted without opening. 

 

When a significant new threat is identified, Homemaker may issue a warning. Any such email 

warnings received from a third part should be deleted and no further action taken.  

 

Social Networking 

Individuals who use social-networking sites need to be aware that the comments they share 

can, depending on their nature, have serious implications and sometimes legal consequences. 

Negative, disparaging or damaging comments made by individuals can quickly become 

accessible across a wide network as can sensitive or confidential employer-related 

information.  This can give rise to a risk of claims and authors of defamatory and libellous 

material can be legally responsible for their actions. 

Employers have a duty of care towards their employees but will also generally be vicariously 

liable for actions of their employees at work.  Where damaging, offensive or disparaging 

comments are posted, this can give rise to complaints from those who are the subject of such 

comments. Employees who make damaging, offensive or disparaging comments about other 

employees or their employer or who disclose confidential employer-related information will 

face disciplinary action depending on the circumstances. 

Homemaker permits access to social networking sites in line with the parameters covering 

personal access to the Internet in work time and using work equipment described in the 

above sections. However, employees must: - 
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• Exercise caution in relation to information posted on line, but information must not be 

posted in work time. 

• Any material posted will meet the parameters described in sections above about email 

content appropriate and must not be disparaging, discriminatory, defamatory, critical or 

offensive in its content.  Any material must also not relate to any sensitive or 

confidential information about Homemaker business or activities. This will relate to 

material posted in or out of work 

 

Use of social-networking sites may be subject to monitoring. 

Personal Electronic Equipment 

Employees should not bring personal computers to the workplace or connect them to 

Homemaker’s electronic systems unless expressly permitted to do so. 

 

 
Date policy created /last reviewed and approved:  January 2018 

Date for next review:  January 2020 

 
 
 


